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Abstract

People recognize the Internet of Things (IoT) as a transformative innovation. That facilitates the connection of
numerous things to the Internet. However, this interconnectivity also gives rise to apprehensions over the security
and confidentiality of delicate information, requiring enhanced precautions. The networks have weaknesses that
might be applied to initiate assaults and gain unauthorized access. Blockchain is a cryptographic protocol that
ensures secure storage and transmission of data across a decentralized network. It preserves an impervious and
immutable ledger of information that is distributed among several network nodes. This study proposes a prototype
that combines blockchain and IoT technologies to address security issues in the realm of 10T efficiently. The data
is securely delivered in an encrypted format from smart meters daily at consistent intervals to blockchain nodes.
Thereafter, these transactions are recorded in a ledger, whereby a proof-of- work technique is used to generate a
new block. The data is generated from smart meters then provided to blockchain nodes daily, and subsequently
documented in a ledger. Every day, the monthly bill values for a specific meter are determined by calculating the
total energy consumed each day using the smart meter readings retrieved from the blockchain blocks.

Keywords: smart meter, blockchain, 10T, security, sustainability.

1. INTRODUCTION development has been prompted by the need to deal
with the challenges associated with electricity
distribution. Nevertheless, deploying the smart grid
encounters substantial challenges because of privacy
and security concerns regarding the exchange and
usage of electrical data. [3] Blockchain is a suitable
solution when there is a need for a comprehensive
and transparent record of assets. Monitoring and
safeguarding digital interactions, along with
maintaining a distributed and decentralized ledger of
records, are crucial in applications related to
electricity generation, distribution, transmission,
and consumption. As well as those employed for
data exchange and conducting safe transactions.
These challenges can be efficiently addressed by
utilizing  blockchain  technology in  such
applications. [4] An innovative concept in the
energy field that transforms from a traditional
centralized structure to a decentralized system. The
energy sector is incorporating sources of renewable

The advanced metering infrastructure (AMI)
comprises of smart meters, a network of
interconnected devices for communication, and a
system for organizing and controlling data.
Advanced metering infrastructure (AMI) is crucial
in Power delivery systems that utilize load pattern
recording and bi-directional information exchange.
Simultaneously, the process of deregulating the
electricity business, namely in terms of the delivery
aspect, is steadily progressing in numerous countries
across the globe. [1] The existence of numerous
electricity consumers in large cities poses challenges
in terms of measuring and designing the electrical
network. Trust difficulties may arise due to these
system’s lack of transparency and centralization. On
the other hand, customers are unaware that their data
might be susceptible to assaults or exploitation
without their knowledge. [2] The combination of

the ToT with mobile sensor networks in smart grid power into the energy network fto fulfill
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sustainability ~ objectives. This requires a
modification that combines prominent conventional
energy producers with diverse small- and large-scale
electricity producers inside a single structure.
Despite its complexities, substantial transformation
can be achieved through the utilization of
contemporary advancements in technologies for
communication and information, digitization of the
industry 4.0 structure, and [oT technology. [5] In [6]
Approaches have been proposed to implement IoT
in smart energy meters. This methodology integrates
[IoT devices, cloud-based data management,
artificial intelligence, machine learning predictions,
and real-time user engagement to develop an
advanced smart metering system focused on
optimizing energy usage and improving the smart
grid infrastructure. The limitations encompass
scalability challenges and data privacy concerns.

This paper presents a method that aims to enhance
the transparency, security, and effectiveness of smart
metering systems through leveraging blockchain
and Internet of Things technologies. IoT devices
provide a cost-effective and efficient means of

collecting and transmitting real-time data. The
project involves creating a secure database for meter
data storage and billing information, integrating
blockchain technology to create a reliable log of
transactions, and improving transparency and
confidence in the metering system. It also includes
bill calculations considering energy use and data
analysis for users. [7] In general, this method seeks
to address issues about the security, confidentiality,
and reliability of smart metering systems, by
presenting a solution that is more robust,
transparent, and user-friendly.

2. BACKGROUND
2.1 Internet of Things (IoT)

Internet of Things (IoT) is an upcoming technology
that enhances existing connections by facilitating
the integration of any device with the Internet. The
widespread adoption of IoT devices is experiencing
huge expansion. The number of smart devices
purchased through both offline and online channels
has experienced a substantial surge in recent years.
[8] as presented in Fig. [9]
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Fig. 1: IoT Utilization

IoT is a complex network of disparate objects.
Sensors play a crucial role in IoT applications as
they collect information from the environment and
send it through a connection to the Internet gateway.
These sensors frequently carry tasks
autonomously. [10] The principal objective of [oT is
to improve the quality of living by closely
monitoring and managing various activities, such as

out

energy use. Therefore, conserving and overseeing
energy is a crucial factor, given that the majority of
energy is derived from non-renewable sources. [11]

2.2 Cloud Computing

Cloud computing Facilitates the distribution of
diverse services and information via the Internet.
Users can utilize software applications, store data,
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and do computations on far-off servers preserved by
providers of cloud service instead of on local PCs or
personal devices. The internet is the essential
foundation of cloud computing. It links users to
distant servers where data and applications are
stored. Cloud computing architectures are structured
to offer services as needed. The services are
adaptable and versatile, enabling resources to be
modified based on the user’s requirements. The
components consist of hardware, such as servers and
storage devices, and software, such as databases and
applications. [12] Cloud Computing is a proficient
platform for IoT applications that store and analyze
data on remote servers located in data centers. The
extensive utilization of IoT in critical applications
that cannot tolerate delays requires prompt reactions
from the service providers. [13]

2.3 Data Security

The data is heavily influenced by the paramount
concerns of privacy and security. Recently,
numerous research initiatives have been conducted
to address the issue of privacy protection of data.
These initiatives mostly focus on access control,
attribute-based encryption (ABE), confidence, and
reputation. However, these efforts are fragmented
[14] Cloud
computing has attracted significant interest due to its
numerous advantages. The benefits encompass
favorable costs, time efficiency, and optimal
utilization of computing resources. However,
concerns around security and privacy have
contributed to the suspicion surrounding this
phenomenon. Cloud computing necessitates
customers to migrate their data to servers hosted by
cloud service providers. There are methods available
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for consumers to monitor and assess the features of
their data security and apply cryptographic
algorithms to ensure the sustained privacy and
security of the data. [15] Services provided by the
cloud are commonly regarded as the fundamental
infrastructure of IoT that facilitates the storage of
data, data processing, and data transmission.
Cybercriminals are specifically focusing on IoT
computer equipment and nodes that store or transmit
confidential information. [16]

2.4 Blockchain

Decentralized  cryptocurrency  systems have
surfaced in recent years. Bitcoin was the inaugural
example of these systems, which employ blockchain
technology. Bitcoin allows users to safely carry
conduct payments and transfer a digital currency
(bitcoins) among other people, reducing the need to
depend on a third party for trust. Blockchain serves
as an immutable ledger of blocks which includes
timestamps, and this ledger is spread across all the
network nodes. This decentralized approach
removes the need for a single controlling authority.
This technology facilitates the exchange and storage
of data over a decentralized peer-to-peer network. It
has a significant effect on enabling financial
transactions. Furthermore, it can serve as an enabler
in diverse fields. It has an enormous effect on
enabling transactions in finance. Decentralized
applications encompass several domains such as
IoT, supply chains, proof of document existence, and
energy smart meters. [ 17] The blockchain is a group
of linked blocks that store and transmit data. Every
block has a reference to the block that directly
precedes it. This pointer functions as a hash value
for the previous block. As presented in Fig. 2 [18]
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Atits core, a blockchain is a chronologically ordered
collection of immutable data entries managed by a
decentralized network of computers. Each data
block is protected using cryptographic techniques
and linked to the others. Blockchains are digital
that encryption, networking,
incentive  structures, and distributed ledger
technology to simplify the procedures of validating,
executing, and documenting transactions across

systems utilize

numerous participants. [19] Blockchain’s inherent
features of security, authenticity, confidentiality, and
data integrity make it a viable solution for smart
metering. [20] The primary encryption methods
utilized in blockchain technology involve both
symmetric and asymmetric encryption techniques. A
symmetric encryption algorithm consists of both the
transmitter and receiver using the same key to
encrypt and decrypt massive volumes of data, which
is then transported over the network. As part of an
asymmetric encryption process, the sender initially
employs a public key to encrypt the data. Next, the
recipient employs the appropriate private key to
decipher the ciphertext. [21] A Digital Signature is a
technique used to confirm and authenticate the
originality of a message or document, while also

ensuring its integrity and preventing denial of its
origin. Authenticity is the primary characteristic in
cryptography for verifying the user’s identity.
Digital signatures operate using the merging of
public and private keys, as well as hash algorithms.
[22] Common consensus algorithms employed in
Blockchains encompass proof-of-stake (PoS) and
also proof- of-work (PoW). In Blockchains (PoW)
participants in the network attempt to resolve a
highly computational mathematical problem. Each
peer in the network must use their computation
capacity to resolve mathematical problems. The
individual who devises the answer emerges as the
victor in the block race and successfully mines a new
block. After a block is sent to the network, every
peer validates the solution and adds the block to their
Blockchain. (PoS) was implemented as a solution to
the power inefficiency problem associated with
(PoW). In the (PoS) consensus algorithm, a user’s
mining power is defined by the aggregate quantity
of coins they possess. An auction is conducted for
each new block to determine the chosen miner.
Users submit bids for the block, and the individual
with the highest bid is chosen as the miner. [23]

Table 1: Comparison of Blockchain Algorithms for Smart Metering

Algorithm Description Strengths Weaknesses Use Case in Smart
Meters
Proof-of-Work A consensus High security, High energy Used in validating
(PoW) algorithm that widely used consumption, slow transactions in
requires nodes to transactions smart meters
solve complex
mathematical
puzzles.
Proof-of-Stake Nodes validate Energy-efficient, Potential for Potential use in
(PoS) transactions based faster than PoW centralization energy-efficient
on the number of smart meters
coins they hold.

2.5 Smart Energy Meters

Smart energy meters are essential components of
grid innovation, capable of capturing customer
usage at frequent intervals using communication
networks. By implementing advanced metering
infrastructure (AMI), an abundance of new energy
consumption data becomes available. Energy
consumption can be monitored periodically using
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IoT technology, allowing the user to efficiently
manage their usage. [24] Smart meters are devices
that measure several electricity parameters for every
prosumer, including power consumption and power
export. They locally record this data and then
transmit it to a central server via connection
networks for operational purposes. The smart
meter’s ability to carry out tasks such as recording
current and voltage measurements and storing
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information is facilitated by the metering
infrastructure. The transmission infrastructures
facilitate two-way communication between

consumers and energy suppliers through electricity
line connections or wireless communication
networks. The smart energy meters can establish
connections with remote centers to facilitate control
and management functions. This connection
constitutes what is known as an advanced metering
infrastructure (AMI). [25]

2.6 Attacks on Smart Meters

The information often consists of log data that is
utilized to quantify specific factors to determine
suitable solutions for the applications. Due to the
sensitivity of this information, there is a risk of the
device being captured and the data being tampered
with, which might result in significant performance
deterioration of the network. [26] There are various
categories of potential attacks such as data integrity,
when an external attacker compromises the
communication channel and gains unauthorized
access to the protection and control algorithms of a
digital relay, a replay attack is a deceptive tactic in
which genuine data is intentionally and dishonestly
duplicated or replicated. During replay assaults,
assailants can duplicate the data that has been
obtained from a hacked database or data recorder
and use it repeatedly for a specific time. An attacker
initiates a Denial of Service (DoS) attack to disrupt
or exploit the relay’s critical services. [27] Data
transmission throughout the network creates
vulnerabilities for  cyberattacks. = Encompass
malicious software and eavesdropping attacks. [28]

3. RELATED WORKS

The study in [29] investigates how the combination
of blockchain technology and IoT can improve the
monitoring of energy consumption, specifically in
urban areas. The system emphasizes the importance
of user privacy by enabling individuals to keep their
personal data on their own devices, sharing it only
as needed, and using encryption to safeguard
sensitive information. However, these devices are
susceptible to cyberattacks that could potentially
jeopardize the entire system if they are not properly
safeguarded.

The paper in [30] intends to demonstrate the impact
and utilization of blockchain technology with an
intelligent power management system integrated
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onto the SealedGRID platform. The technology
allows users to instantly monitor power use in a
smart grid system. The platform is being constructed
with a focus on protection and resistance against
potential threats. The methodology may face
challenges in guaranteeing seamless compatibility
across various blockchain platforms and pre-
existing energy management systems. This can
impede the smooth integration of many technologies
and devices inside the smart grid.

The work in [31] Proposed E1 DApp, an application
for monitoring power use that integrates IoT and
blockchain technologies to establish a system that is
both decentralized and secure to collect data,
enhancing the design of smart meters. The DApp
utilizes a Raspberry Pi-powered Ethereum network
to offer a safe and cost-efficient decentralized real-
time power usage log for users. The solution does
not encompass the physical safeguarding of the
Raspberry Pi components, so leaving the system
vulnerable to potential harm or unauthorized
manipulation of the hardware, which could endanger
its overall integrity. However, they are only capable
of mining the network once every hour. This process
necessitates the presence of online peers and a
dedicated internet connection. Additionally,
Raspberry Pi nodes lack physical security measures.

Utilization of IoT devices in [32] to collect real-time
data from smart meters and utilize blockchain
technology for secure data storage and transaction
management. Energy consumption data gathered by
IoT devices are encrypted and saved into a
blockchain to guarantee the integrity as well as the
security of the data. The automation of billing and
transactions conducted by smart contracts creates an
efficient, transparent, and tamper-proof system. The
method improves data security and privacy, while
also permitting precise tracking and billing of
energy usage. The proposed design effectively
updates the configuration in the middleware.
However, it takes somewhat longer, by a few
milliseconds, compared to alternative servers such
as SSH and FTP.

The methodology in [33] integrates both IoT and
blockchain techniques for establishing a reliable
decentralized network for smart energy metering
and billing. The system employs smart contracts for
trust-based interactions and transparency, for real-
time power usage recording a Raspberry Pi-based



Letters in High Energy Physics
ISSN: 2632-2714

Volume 2024

used, and certificates
aggregated ring decryption for confidentiality
protection. A secure private blockchain for direct
communication between consumers and energy
producers is utilized. Even though the paper
assumes that there is minimal energy loss when
transferring between nearby users, in practice, there
might be some energy loss, particularly over greater

distances or in systems that are less efficient. This

Ethereum network is

could impact the true number of energy that the
buyer receives compared to what the seller aimed to
transfer.

Creating a blockchain-based smart meter for
microgrids that facilitates a peer-to-peer energy
market in [34]. When the project involves creating
the hardware component of a smart power meter
with a focus on achieving high levels of security,
trustworthiness, and measurement precision. The
design  integrates cybersecurity,
communication, and engagement within the Smart
Energy Administration System. The research
suggests that additional testing and refinement are
necessary, namely in relation to the hashing methods
and cybersecurity prerequisites. This implies that the
existing methodology may not be completely proven
and necessitates further investigation to verify its

precision,

reliability.

The proposal in [35] suggests a Privacy-Preserving
Monitoring and Billing scheme (PMBFE) for AMI
networks, utilizing Functional Encryption. The
authors have defined the data aggregation privacy
issue and created the PMBFE scheme While
ensuring user data privacy, the suggested PMBFE
shows a notable improvement in speed with respect
to computation and communication overheads.
However, the paper does not thoroughly examine
other potential vulnerabilities; instead, it focuses
exclusively on collusion and eavesdropping attacks.
As well as Smart meters computing and storage
capacities may still be a constraint.

The study in [36] examines a multitier blockchain
architecture that employs a proof-of-efficiency
mechanism to enhance privacy and data safety,
particularly for smart metering applications. The
layout of this structure suggests the utilization of a
large-scale database for storing and managing
massive data in smart meters. this
approach is complex and expensive, and the network
may be exposed to new vulnerabilities, such as the

However,

attacks of man-in-the-middle due to multitier of
blockchain.

The paper in [37] a sophisticated energy meter is
suggested, which will accurately gauge power
consumption and store the readings securely on the
blockchain. This measure aims to prevent fraudulent
activities and facilitate direct payments without the
involvement of intermediaries such as banks. In
blockchain approach, transactions can be conducted
peer-to-peer, without the need for third parties,
utilizing cryptocurrencies like bitcoin, ether, and
others. The user will have the capability to verify the
invoices stored in the blockchain and make
payments. Implementing blockchain technology
enhances the security of user data and provides
solutions to IoT security concerns. However, to
enhance the efficiency of the task, it is highly
beneficial to automate the process of uploading
energy meter readings. This not only proves to be
highly advantageous but also ensures that the
security measures are effectively implemented.

The proposed architecture in [38] was put into
practice to create the BSEMS, which uses smart
meters and Hyperledger technology to securely and
accurately record energy consumption data. Its main
goal is to effectively measure and manage energy
consumption using a specific blockchain
architecture. However, smart contracts depend on
precise information provided by smart meters. If the
data gathered is inaccurate or tampered with, it may
result in incorrect execution of contracts, impacting
billing and energy management operations.

Table 2: Comparison of Blockchain-Based Approaches in Smart Grids

IoT for secure energy
monitoring.

Study Methodology Strengths Weaknesses Relevance to
Smart Meters
Study A Combines blockchain with High security, Requires extensive Applicable to

decentralized

decentralized smart
meter networks

computational
resources
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Study B Uses smart contracts for Transparency, Compatibility Relevant for
automated energy billing. automation issues with existing | automated billing
systems in smart meters
Study C Blockchain-based energy Secure, tamper- Energy-intensive Useful in energy-
management with PoW proof sensitive
consensus. environments

4. METHODOLOGY

Security concerns are increasing with using
centralized electrical networks. External opposed
assaults, third-party dependencies, and privacy
breaches have led to significant economic losses in
electricity grids. The conventional centralized
electricity grid has restricted options. Many
scenarios depend on human oversight. Managing a
significant number of smart appliances in a
centralized way for grid control, status monitoring,
and metering is a difficult undertaking. Conversely,
many intelligent sensors produce vast quantities of
data that are difficult to store and analyze using a
central server. Additionally, the management of
security by the control center is inefficient and
results in unnecessary waste for several smart
gadgets in the event of criminal attacks. [39] This
study introduces a model that leverages a
decentralized system of servers, represented by
blockchain nodes. The blockchain is a decentralized,
transparent, and distributed organization of data
specifically built as digital records for recording
transactions into the blockchain nodes that are
distributed among several servers. It can improve
cybersecurity by making it very difficult to tamper
with any block once it has been chained to the

Blockchain. [40] Utilizing the Proof-of-work (PoW)
technique as a consensus algorithm ensures the
integrity of the data by validating the transactions
from smart energy meters. The framework focuses
on managing, maintaining authenticity, and ensuring
uniformity of the public ledger across all nodes of
the blockchain. It also aims to protect the system
from attacks such as 51% of the computing power
and instances of double spending assaults. The
fundamental  concept involves  distributing
accounting costs and incentives by nodes that are
vying for the processing capacity of the hash by
competing with each other, using a specific set of
information. Nodes of the network compute the
specified answer for an issue in mathematics. The
most efficient node for resolving the issue is
responsible for generating the subsequent block and
receiving the mining reward. [41] Daily Meter Data
is collected daily for each meter. Including location
and values for different metrics such as timestamp,
energy consumption, current, voltage, humidity,
temperature, and a unique ID consisting of nine
digits to each meter by combining three fixed digits
for zone code with randomly generated three digits
for building as well as three digits for meter number.
This step guarantees that each data point can be
traced back to its original meter.

Table 3: Structure of Smart Meter Data Collected Daily

Meter ID Location | Timestamp Energy Current | Voltage | Temperature | Humidity
Consumption (A) %) (9] (%)
(KWh)
352522395 | 37.4217636 | 2024-01-01 10.47 47.88 194.90 3.72 28.52
- 00:00:00
122.084614
352522395 | 37.4217636 | 2024-01-02 27.48 54.14 177.22 8.01 68.25
- 00:00:00
122.084614
352522395 | 37.4217636 | 2024-01-03 27.43 73.83 48.31 26.54 65.90
- 00:00:00
122.084614
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352522395 | 37.4217636 | 2024-01-04 18.19 21.16 25.34 23.18 69.37
- 00:00:00
122.084614

The data is encrypted using a hybrid encryption
method that combines asymmetric cryptography
with elliptic curve cryptography (ECC) for key
generation and symmetric encryption using
advanced encryption standards (AES) for encrypting
the data. A key generation involves the creation of a
private key using Elliptic Curve Cryptography
(ECC). From this private key, the corresponding
public key is derived. AES operates on data blocks
that must be a multiple of the block size. To comply
with AES block size criteria, the data blocks are
padded. An initialization vector (IV) is created
randomly for the AES cipher in Cipher Block
Chaining (CBC) mode to guarantee that encrypting
identical plaintext blocks will produce distinct
ciphertext blocks. [42] The combination of
techniques enables a smaller key length and a more

Smart meter
data

AES
Encryption

secret shared Key
generated by ECC

efficient security system for data protection. One of
the fundamental characteristics of (ECC) is its small
key When (AES) is implemented for
encryption using (ECC), the size of the encryption
key is reduced, leading to enhanced performance.
Elliptic Curve Cryptography (ECC) employs
standardized keys for both decryption and
encryption to minimize key size and establish a safe
key system. Employing (ECC) in conjunction with
(AES) is the optimal approach for safeguarding data
against unwanted access. After the key size is
determined, the ciphertext will be generated to
perform the data encryption and decryption. The
private key generated by the Elliptic Curve
Cryptography (ECC) algorithm is used by the
Advanced Encryption Standard (AES). [43] As
presented in Fig. 5.

size.

encrypted
data -

data decrypted and stored
in blockchain

hybrid encryption technique of AES-ECC

cloud computing
(blockchain node)

Fig. 5: Hybrid Approach of AES and ECC Algorithms

Every smart meter employs a hybrid approach of
AES and ECC cryptography algorithms to encrypt
smart meter data, guaranteeing the security and
confidentiality of data. Once encrypted, these
readings are transmitted to a utility server where the
blockchain system is implemented. The server then
decrypts the data to wverify its integrity and
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authenticity, followed by a validation process to
ensure it was not tampered with during transmission.
This validation is carried out using a Proof of Work
(PoW) consensus mechanism, then used in creating
a new block. Once a block is validated, it is
appended to the blockchain. This method enables
effective data handling by ensuring safe storage,
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convenient retrieval, and analysis of smart meter
data in a decentralized system. The data from the
server is structured using an HTML file and can be
remotely accessed in its formatted state. This

Encrypted File

Encrygted [ le

characteristic improves the ease of access and
functionality of the information for both utility
providers and consumers. [44] As presented in Fig.
6.

Blockchain Nodes

smart mater 2
'

Friuiypled Fie

Hybrid
Encryption
(AES-ECC)

of Meter
Data

-

Monthly Bills
Calculations of Smart
Meter

New Block for Bills Validated
through Blockchain Network
Nodes using (PoWw)

New Block for Bills
Created

A\

Blockchain

Append New Block to
Blockchain

server

Received Data
Decrypted using
Hyhrid
Encryption
(AES-ECC)

Blockchain Validating
using (PoW)
mechanism

Append New Block o
Blockehain Decrypted Data

Append New Block to
Blockchain

User interface
(web Portal)

Fig. 6: The Proposed System

The blockchain stores data, with the initial block
being generated and its content hash calculated. The
mining process involves modifying the nonce value
until the block’s hash fulfills particular criteria, such
as a required number of leading zeros. The proof-of-
work technique serves to safeguard the blockchain
against manipulation and guarantees consensus in
distributed networks. [45] Monthly bills are
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calculated using the electricity usage of a particular
smart meter during a specific period. The process
involves iterating through each block in the
blockchain, except the genesis block, calculating the
total energy usage, and determining the bill
according to the overall monthly consumption. The
monthly bills are saved in a new block generated and
chained to the blockchain. As presented in Fig. 7.
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Fig. 7: Flowchart of Methodology

The list of bills is retrieved in the SQLite 3 database
for easy access control, the bills can be executed on
a daily or monthly basis. To guarantee dependability
and safety, particularly with encryption and
blockchain technology. Collecting data from smart
meters, where data are sent to the blockchain every

blockchain’s consensus mechanism utilization to
authenticate data from the meters, organizing this
data into blocks, and subsequently chaining these
blocks to the blockchain. A cloud application has
been developed. As presented in Fig. 8. The
application serves as an interface for managing and

day at midnight. The data is verified, and a new visualizing smart meter data practically. As
block is created every day. This operation entails the presented in Table. 4.
Table 4. Smart Meter Data
Meter Location Timestamp | Energy Curre | Voltag | Temperatu | Humidit
ID consumptio | nt e re y
n

35252239 2024-01-01
5 37.4217636, -122.084614 00:00:00 10.47 47.88 194.90 3.72 28.52
35252239 2024-01-02
5 37.4217636, -122.084614 00:00:00 27.48 54.14 177.22 8.01 68.25
35252239 2024-01-03
5 37.4217636, -122.084614 00:00:00 27.43 73.83 48.31 26.54 65.90
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‘ 5 37.4217636, -122.084614n 00:00:00 ‘18.19 21.16 25.34 23.18 69.37

View Smart Meter Data

EnterMeterD:[ ] m
View Meter History

Enter Meter ID for History:| |

View History

view Meter Monthly bills

Enter Meter ID for Monthly Bills:[ |

Meter Bills

Fig. 8: Cloud Application

The project’s backend is developed using Python
and Flask for server-side procedures, and for
managing the database SQLite3 is used, which
stores billing and meter reading data. Specialized
utility functions have been created to handle and
present blockchain data in a user-friendly format.

Meter History for ID: 352522395

Usage History
Timestamp Energy Consumption (kWh)

2024-01-01 00:00:00 1047

2024-01-02 00:00:00 2748
2024-01-03 00:00:00 27.44
2024-01-04 00:00:00 18.19
2024-01-05 00:00:00 19.52

The project extracts smart energy meter data from
the blockchain network and displays it on a user-
friendly web interface. Real-time data visualization,
accessing historical data, and obtaining billing
information are features included in the project. as
presented in Fig. 9.

Current (A) Temperature (°C) Humidity (%) Voltage (V)
47.88 3.72 28.52 194.90
54.14 801 68.25 177.22
73.83 26.54 65.90 4831

21.16 23.18 69.37 2534

89.75 24.16 95.51 12.45

Fig. 9: Meter Data History

Monthly bills are calculated using the total daily
consumption of energy for each month. The billing
calculation relies on the data retrieved from the
blockchain and subsequently stored in the SQLite

database. The bills are calculated and subsequently
inserted into the database to display them on a web
portal page. As presented in Fig 10.
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Monthly Bills
Meter ID: 352522395

Bill Month

Bill Amount ($)

January $9.31

February $9.05
March $9.36
April $9.47
May $8.90
June $9.17
July $9.71
August $9.46
September $8.74

October $9.23

November $8.93

December $9.43

Bill Date

2024-01-31

2024-02-29

2024-03-31

2024-04-30

2024-05-31

2024-06-30

2024-07-31

2024-08-31

2024-09-30

2024-10-31

2024-11-30

2024-12-31

Fig. 10: Meter Monthly Bills

The methodology has been implemented by
deploying an application to mimic real-world
situations and evaluating the scalability, security,
and efficiency of the blockchain system. Illustrating
the possibility of safely handling smart meter data
on a decentralized network using the application,
addressing issues related to transparency, data
integrity, and user privacy. The application
demonstrates how blockchain technology may be
used in smart grids and suggests the possibility of
combining IoT devices with blockchain to improve

energy management systems.
5. RESULTS AND DISCUSSIONS

The blockchain securely stores data in several
blocks, where the POW mechanism automates the

verification of transactions. Ensuring its integrity
and protection from tampering and unlawful access.
The implementation of hybrid encryption provides
both the integration and privacy of data during its
transfer to the server (blockchain node). It offers a
remedy for the vulnerabilities and ineffectiveness of
conventional electrical networks. The primary
objective of SealedGRID is to provide compatibility
between various blockchain platforms and pre-
existing energy management systems, which may
result in integration complexities. The paper's
methodology prioritizes a particular use case that
involves collecting real-time data from IoT devices
and utilizing advanced encryption techniques. This
approach has the potential to provide enhanced
security and efficiency.

Performance Metrics Owver Time

15 | —e— Energy Consumption (kKWh)

Transaction Speed (TPS)
14 -

1=

12

Values

T T
Day 1 Day 2

T
Day 3

T T
Day 4 Day 5

Days

Fig. 11: Line Chart for Performance Metrics Over Time
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The multitier technique emphasizes the utilization of
a proof-of-efficiency mechanism to manage
extensive amounts of data, which may lead to
intricacy and possible susceptibilities. The paper's
approach utilizes a straightforward, single-tier
blockchain structure with a well-established proof-
of-work technology, which could provide enhanced
stability and less intricacy.

The focus of the system is on ensuring the security
of data and processing it in real-time, an automated
data gathering system. whereas BSEMS prioritizes
the effective measurement and management of
energy consumption.

The final result is a setting demonstrating the
blockchain’s manage
volumes, guarantee data integrity via encryption,
and uphold a secure ledger of meter readings, when
each single node in the network preserves a
comprehensive record of all transactions. For
monthly cost calculation utilizing daily recorded
consumption data minimizes inaccuracies that may
arise in conventional systems. The project illustrates
a decentralized method for monitoring distributed
energy resources through blockchain technology.
This provides transparency, decreases fraud, and
simplifies operations in smart grid ecosystems,
emphasizing the security and efficiency significance
in contemporary energy systems. It enhances its
worth by specifically addressing the needs of the
business and providing a detailed experimental
setup that can be easily duplicated or expanded upon
in future study, distinguishing it from more
theoretical or generalized approaches.

abilities to transaction

However, limited scalability and speed could
impede its ability to perform well in high-demand
situations. There is a requirement for comprehensive
real-world testing to confirm the effectiveness of the
system and to uncover any potential problems that
may not be noticeable in smaller trials.

6. CONCLUSIONS

It is essential in the altering of digital security and
intelligent facilities management environment the
utilization of combined cryptography method with
(AMI). This paper describes a detailed approach to
building a program that combines encryption,
database management, and blockchain technology
to securely and efficiently handle smart meter data.
The system’s objective is to address security issues
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through the utilization of decentralized networks.
This proposal attempts to improve the transparency,
security, and efficiency of monitoring electricity
usage and billing in smart grids. While (ECC)
cryptography  improves data  privacy. An
unchangeable record that guarantees the data
submitted cannot be modified, the suggested
approach is suitable for use in smart city
applications because of its strong data security, real-
time processing, decentralization, and compatibility.
Whereas maintaining privacy and allowing for data
correction. Consistent monitoring, routine security
evaluations, and keeping updated on current security
protocols and weaknesses are essential for
sustaining the system’s security status in the long
term.
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